A‘ I This year marks 30 years since the inception of C5 Group.
It is time to match our brand with the dynamic strides we have made.
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This conference is also approved for CPE
credits, as an Approved Privacy Education

20t Advanced Global Legal and Compliance Forum on Provider and Actviy

PRIVACY & SECURITY

OF CONSUMER AND
EMPLOYEE INFORMATION

*  Vendor management: ensuring compliance with regulators from all types FTC HERE
of vendors (from higher to lower risk)

Calif. AG Office Google

*  Big data in the privacy context: impact of the FTC’s report on the use

of big data and a look into how big data will be regulated in the future Miss. AG Office Advocate Healthcare

*  Cloud vendors: privacy and security considerations, due diligence for outsourcing
vendors, negotiating vendor agreements, and maintaining compliance when dealing Virginia AG Office  Alfred Mann
with a customer and cloud vendors Foundation
La. Dept. Insurance

*  Practical ways of creating a privacy training program for employees: determining

. . . . . General Datatech
frequency of training, strategies to ensure completion of training, and reporting

Microsoft
problems/breaches SCOR
*  Cyber & data risk insurance and evaluating coverage, pricing, and options Network Advertising
*  Healthcare and OCR updates: the latest on HIPAA developments, privacy and Via I Wells Fargo
security of medical devices and monitors, and preparing for audits 153 Inc. A
vaya
*  Cross-device targeting: compliance programs, regulation on targeted advertising
to mobile devices
* Internet of things: code of conduct, evaluating privacy and restrictions on sharing Be sure to also book for Workshops A & B:
and usage of data for marketing with connected devices and mobile applications Privacy & Security 101
*  Privacy litigation: class action, standing, causation, and impact of Spokeo Understanding the Information Security

Department’s Processes to Help Companies
Build a Successful Compliance Program

. . a C5 Group Company
Register Now | 888 224 2480 | AmericanConference.com/ Business Information in a Glopal Context

*  Data security, information governance, and reputation management


http://www.AmericanConference.com/PrivacySNF

Now in its 20t installment, ACI's acclaimed

is the premier event for privacy officers, in-house counsel,
senior executives, and outside attorneys specializing in data privacy,
cyber security, and information security.

ACI is pleased to announce the 20* Advanced Global Legal and Compliance Forum on Privacy &
Security of Consumer and Employee Information. This program is the definitive source for privacy
leaders and counsel to obtain practical strategies for compliance with the latest privacy regulations,

laws, and best practices for safeguarding data. Don’t miss this unparalleled opportunity to hear from
and network with industry leaders at this highest level event, where you will learn how to minimize
exposure and protect sensitive data while ensuring you are up to date with the emerging trends in the
rapidly advancing area of data privacy and information security.

Most institutions today collect, use, and disclose an enormous amount of data from their users.

Their employees are exposed to significant risks as they relate to data breaches, including government
penalties, litigation, and damage to reputation and good will. These risks and exposures have increased
through cloud computing, social media, mobile devices and online communication.

As the number of breaches increase and new regulations are pending in multiple agencies, every
general counsel, privacy officer, compliance professional, IT leader, risk manager, and outside counsel
working in this arena needs to understand the extent of these exposures and risks, and learn how to be
proactive and compliant by having the appropriate protection and risk management practices in place.

Don’t miss this rare chance to network with the nation’s preeminent privacy professionals from F7C,
California AG's Office, Mississippi AG’s Office, Delaware Insurance Commissioner, Virginia AG's Office,
Louisiana Department of Insurance, Microsoft, Network Advertising, Visa, HERE, Google, Advocate
Healthcare, American Express, Alfred Mann Foundation, General Datatech L.R, SCOR, Wells Fargo, Avaya,
and many others.

Plus, register for the Pre and Post Conference Workshops:

A Pre-Conference Workshop
Privacy & Security 101
9-11 am, Thursday, Oct. 13

B Post-Conference Workshop
Information Security Department’s Processes

3-5 pm, Friday, Oct. 14

WHO YOU WILL MEET

Chief Privacy Officers
In-House and General Counsel
Chief Compliance Officers
Privacy Officers and Analysts
Security Officers

IT & Enterprise Risk
Management Professionals

Human Resource Mangers
Attorneys Specializing in:

© Privacy

© Data Protection

© Information Security

© Consumer Finance

© Regulatory Compliance
© E-Commerce & Technology

ACI

American Conference Institute

This year marks 30 years since the inception of C5 Group.

30 years 30 years 30 years
hosting more building a expanding
than 6,000 network of across
conferences industry leaders the globe

Join the Conversation

@ACILegal #PrivacySecurity

It is time for a brand, logo and language in keeping with the dynamic
strides we have made as a company. It is time for a brand that will take
us forward for the next 30 years.

C5 Group, comprising American Conference Institute, The Canadian
Institute and C5 in Europe, will unite under one central brand image,
appropriately a globe. See how bringing together the power of people
and the power of information can accelerate your growth and success.

Our new brand look and language will be fully revealed soon. Stay
tuned for more exciting changes.

m,. Financial Services



PRE-CONFERENCE WORKSHOP

9:00 am to 11:00 am
(separate registration required; registration opens at 8:30 am)

A Privacy & Security 101: Understanding the
Technology & Key Laws and Regulations

Noga Rosenthal
Chief Privacy Officer

Daniel Silver

Partner

Daniel A. Cotter

Partner

* Overview of key privacy and data security laws, including
data breach laws and regulatory requirements

* Data loss and breach prevention strategies, tools, and tips

* Incident management plans and data breach response
strategies

* DPrivacy, data breaches, and the key technological tools and
experts behind them

- Bridging the gap between legal and regulatory
requirements regarding the protection of sensitive data,
and the technology that protects such information

- How does IT intersect with privacy?

- Understanding I'T systems utilized by companies to
prevent breaches and data loss, including firewalls and
private networks

- The basics of a data breach

- The basics of a data breach response

- The role of forensic and audit teams

- Best practices for assembling and working with a
forensics and audit team

* Key laws, regulators, and enforcement bodies to consider
when dealing with privacy concerns and data breaches

- A look at the current regulations and legislation which
impact privacy & security

- The role of regulators in the realm of privacy & security

Q el CONTINUING LEGAL EDUCATION CREDITS

Accreditation will be sought in those jurisdictions requested by the registrants
which have continuing education requirements. This course is identified as
nontransitional for the purposes of CLE accreditation.

ACI certifies that the activity has been approved for CLE credit by the New
York State Continuing Legal Education Board.

ACI certifies that this activity has been approved for CLE credit by the State
Bar of California.

You are required to bring your state bar number to complete the appropriate
state forms during the conference. CLE credits are processed in 4-8 weeks after
a conference is held.

ACI has a dedicated team which processes requests for state approval. Please
note that event accreditation varies by state and ACI will make every effort to
process your request.

Questions about CLE credits for your state? Visit our online CLE Help Center
at www.americanconference.com/CLE

Register Now | 888 224 2480 | AmericanConference.com/

MAIN CONFERENGE DAY ONE

Main Conference Registration and Continental
Breakfast

10:30

11:00 Co-Chairs’ Welcoming Remarks

Craig Moore
Senior Counsel/Officer

Barrie VanBrackle

Partner

Federal and State AG Enforcement on Cyber
Security, Data Privacy, and Protection: Current
Trends, Legislation, Preparing for Auditing
from Various Agencies, Defining “Reasonable”
Safeguards and Encryption Requirements, and
the Latest on Breach Notification Standards

11:05

Whitney Merrill Steve Kinion

Attorney Director

Joanne McNabb

Director of Privacy

Education and Policy Gene Fishel
Senior Assistant Attorney
General

Jim Hood

Attorney General
Arlene Knighten

Executive Counsel

Moderator:
Alysa Hutnik

Partner

FEDERAL

* Update on where federal agencies are heading with cyber
security and data privacy and protection

* Current enforcement trends

* Existing and prospective Congressional action

* Cyber security legislation and White House initiatives

*  What audits will be taking place in the near future?
From which agencies?

* What are companies expected to do to ensure proper
compliance?

STATE

¢ Current areas of focus for state AGs

e What a national notification law would mean for the states
* “Reasonable” safeguards and encryption requirements

a C5 Group Company
Business Information in a Global Context
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12:40

1:40

Join the Conversation W @ACILegal #PrivacySecurity

* Regulatory and enforcement insights

* Security breach notification requirements

* Recent state settlement and enforcement trends

* How is a business to effectively remain compliant?

Networking Lunch for Speakers and Attendees

In House Roundtable: Assessing the Board of
Directors Role in Compliance, Review of Cyber Threat
Sharing Legislation, What is Considered Reasonable
Due Diligence for Deciding Not to Notify, and

Striking the Balance Between Customers’ Data and
Maintaining Privacy

Jennifer Harkins Garone
Global Privacy Lead, MSIT

Adam Rubin

General Counsel

Jim Lai Christopher Pierson

Privacy Officer Chief Security Officer &
General Counsel

Craig Moore

Senior Counsel/Officer Edwin C. Koebler
Director — Distinguished
CSE — SDN Solutions &

Ruby Zefo o Strategy — WW Sales

VP and Chicf Privacy &  Digtinguished CSE

Security Counsel

Moderator:

Gerard M. Stegmaier

Partner

* What role does or should a Board of Directors play in
ensuring compliance and an appropriate incident response
and how does or should it interact with management to
ensure companies have proper cyber security posture?

» How involved should a board be? What kind of
information should a board have and how often
should it be getting that information? Who among the
management should be providing that information to a
board? Placing technically oriented personnel on boards;
» What are regulators expecting from boards?

* SEC announced that it would be holding companies’
boards accountable; what are its expectations?

* What to focus on during annual/quarterly privacy review
process?

* Voluntary sharing of information with government agencies
» To what extent does a recently enacted law limit

circumstances under which a company will be liable?
» What strategies have companies employed to make
themselves feel comfortable with sharing information?

* Telephone Consumer Protection Act: how are companies
dealing with it?

* How much due diligence is required to be considered
reasonable in not notifying; meeting the should have
known threshold?

* Striking a proper balance between using customers’ data
and maintaining customers’ privacy
» How is a business to maximize usage of its customers’

data and still maintain customers’ privacy?

3:05

4:00

4:10

5:25

Vendor Management: Ensuring Compliance with
Regulators from All Types of Vendors (From Higher
to Lower Risk)

Asra Ali, MS, CHC, CHPC, CIPM
Compliance and Risk Manager

Corey Miller
Sr Privacy Strategist

Daniel A. Cotter

Partner

* Ensuring that the right contracts are in place and that
contracts have the right terms and conditions

* How does one monitor vendor performance as it relates to
conforming to contract terms and conditions?

* Identifying higher risk 3rd party vendors from some of the
lower risk vendors

* “Nth” party risk: regulators are expecting companies to pay
close attention to their 3rd, 4th, 5th party vendors who are
receiving personal customer information — where does it end?

Afternoon Break

Big Data in the Privacy Context: Impact of the FTC’s
Report on Use of Big Data and a Look Into How Big
Data Will be Regulated in the Future

Jack Yang James T. Shreve
Associate General Counsel, Counsel

Global Privacy Office
Ronald I. Raether, Jr.

Partner

Robert H. Newman

Partner

* Implications of the FTC’s report

» What can businesses do with data that they have and
what can’t they do?

» What kinds of consent should companies be gathering?
What kinds of notice should they be providing to
individuals from whom they may collect information?
What does an adequate disclosure/notice look like? Is
there a checklist that can help businesses make sure that
they are complying?

* How will big data be regulated in the future?

» Can any existing laws, such as Fair Credit Reporting Act,

be used? Should it be expanded to include data-brokers?

Cloud Vendors: Privacy and Security
Considerations, Due Diligence for Outsourcing
Vendors, Negotiating Vendor Agreements, and
Maintaining Compliance When Dealing with a
Customer and Cloud Vendors

Cody Wamsley Assistant Vice President,
IT Risk & Information Assistant General Counsel
Security Manager and Assistant Corporate

Secretary North

Lrael A. Silverman
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6:25

Lothar Determann Hemant Pathak
Member Assistant General
Counsel

* What are the privacy and security considerations when
outsourcing to a cloud vendor who is hosting a company’s
data?

*  What laws and regulations need to be followed when
outsourcing?

* What type of due diligence has to be performed when
outsourcing?

e What kinds of risk does a company need to think about and
what kinds of contractual terms it needs to insist upon and
look for when entering into a contract with a cloud service
provider to make sure its data is adequately protected and
that network on which data resides is adequately secure?

* What is a proper standard for negotiating? What can be
negotiated and what can one live with?

* Maintaining transparency and achieving compliance in
dealings with a customer and a cloud provider

Conference Adjourns

MAIN CONFERENGE DAY TWO

7:30

8:00

8:55

Continental Breakfast

Cross-Device Targeting: Compliance Programs,
Eeg_ulation on Targeting Advertising to Mobile
evices

Noga Rosenthal Sunni Yuen

Chief Privacy Officer Corporate Counsel
Michael Signorelli
Partner

e What is it?

e What are the risks?
* Why is it a privacy issue?
* How is or should it be regulated?

* Brief explanation of DAA’s guidance — who needs to do
what as per DAA?

* What should a compliance regime look like?

Internet of Things: Code of Conduct, Evaluating
Privacy and Restrictions on Sharing and Usage of
Data for Marketing with Connected Devices and
Mobile Applications

Nathan Leong Nancy C. Libin
Attorney Member

Janis Kestenbaum Dry. Felix Wittern
Partner Partner

9:55

10:00

10:55

Register Now | 888 224 2480 | AmericanConference.com/

* What kind of security is needed for connected devices?

e When does data need to be encrypted and when it may not
be necessary to do so?

* When is local storage appropriate?

* Are there codes of conduct that should be followed? »
Sector specific codes of conduct

* Wellness data: health and fitness privacy, fitbit — are
enforcement actions to be anticipated?

* Code of conduct for connected cars and privacy

Morning Break

Privacy Litigation: Class Action, Standing,
Causation, and Impact of Spokeo

Bart Huff Jay Edelson
Counsel Founder and CEO

Barrie VanBrackle

Partner

* Recent developments in privacy litigation

Class actions and the issue of standing

» Proving causation

» What does one have to do to show harm in data breach
cases?

» Spokeo v. Robins — to what extent does Spokeo case impact
strategy for data privacy and security breach class actions?

» FTC v. Wyndham

* Steps that can be taken by companies to either avoid
litigation and regulatory investigations or be prepared
when they happen
» What are some of the steps that a company can take

to try to prevent litigation and regulatory investigations?

» What are some of the steps that a company can take to
be prepared when it does happen?

» Is there, and if not, should there be a standard for
demonstrating sound information security practices and
controls? How do standards operate within different
frameworks such as litigation, regulatory investigations,
as well as within transactional arena? Do standards have
any authority — will a standard placed in a contract and
met be recognized by regulators and courts?

»

Practical Ways to Creating a Privacy Training
Program for Employees: Determining Frequency
of Training, Strategies to Ensure Completion of
Training, and Reporting Problems/Breaches

Elizabeth Rogers
Shareholder | Cybersecurity,

Privacy and Crisis Management

Laura Merten
Chief Privacy and
Compliance Officer

John Ansbach

General Counsel

* What does a privacy training look like?

» How often does a training have to be performed?
Should it be tailored to certain job functions (i.e., every
employee receives basic training and after that to tailor it
to certain job functions)

a C5 Group Company
Business Information in a Global Context
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11:50

12:45

1:40

Join the Conversation W @ACILegal #PrivacySecurity

Accountability strategies if employees don’t complete
training or don’t do what they are supposed to do
Strategies for encouraging employees to report problems,
breaches, failures to follow protocols
Some suggested ways to balance encouraging employees
to report with accountability and fear of losing one’s job
*  What specific challenges have companies faced with their
training programs and how have they dealt with them?

Healthcare and OCR Updates: The Latest on HIPAA
Developments, Privacy and Security of Medical
Devices and Monitors, and Preparing for Audits

David Hankin W Reece Hirsch
CEO Partner

»

Nancy L. Perkins

Counsel

* HIPAA recent developments
» New schedule for HIPAA audits

» What do companies need to do to get ready for OCR
audits? Where do they go for the checklist?

* Expansion of breach notification laws

* As more medical devices are being developed and as more
tools for sharing patients’ information online become
available, what are the privacy and security implications?

* Does an entity know that it is a business associate/covered
entity and if so, does it have a compliance regime in place?

Cyber & Data Risk Insurance: Evaluating Coverage,
Pricing, and Options

Linda D. Kornfeld

Partner

René L. Siemens
Partner

Brian J. Dusek

Partner

* Why buy? Which businesses should absolutely consider
buying?

* What to buy? How to go about evaluating it? To whom to
turn for help when evaluating it?

* From whom to buy? Through broker or to go at it alone?

* Bottom line: how do first-time buyers of cyber insurance

2:05

* The cyber defense response team and whom it should include
» Managing the crisis through comprehensive crisis
communications
* Post-incident recovery
» What is the right strategy for when to notify? Does one
wait until one has all the facts or does one notify as soon
as possible?
» Reputation management
» Public relations and impact assessments
» Stakeholder communications
* The Whole Company Approach
» Working with an IT department to safeguard networks,
data, and information
* Best practices for implementing cyber security and data
protection from the start
* Working with a development team to incorporate privacy
protection into all aspects of business
* Privacy engineering: Taking Privacy/Security by Design
concepts and executing them in the day-to-day practices

Conference Ends - Lunch for Workshop Participants

POST-CONFERENGE WORKSHOP

3pmto5pm

(separate registration required; registration opens at 2:30 pm)

B

Understanding the Information Security
Department’s Processes to Help Companies
Build a Successful Compliance Program

Lothar Determann
Member

Ronald I. Raether, Jr.

Partner

* Understanding that a company’s privacy department is as
good as that company’s information security program, what
are some practical pointers on how companies can build an
effective relationship between these two departments?

* “Translating” some of the more technical information security
processes to a company’s counsel without I'T background

navigate through a very non-uniform world of cyber insurance? S AVE THE D ATES

Data Security, Information Governance, and
Reputation Management

Daniel Silver

Partner

* Penetration testing and security assessments
* Incident preparedness
» Proactive crisis communications training
» Risk assessments and vulnerability audits

July 28-29, 2016, New York, NY

Sept. 29-30, 2016, New York, NY

Jan. 30-31, 2017, Washington DC
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GLOBAL SPONSORSHIP OPPORTUNITIES

With more than 300 conferences in the United States, Europe,
Asia Pacific, and Latin America, American Conference Institute
(ACI) provides a diverse portfolio devoted to providing business
intelligence to senior decision makers who need to respond to
challenges spanning various industries in the US and around
the world.

As a member of our sponsorship faculty, your organization will be

EXCLUSIVE ROO MR ATES' deemed as a partner. We will work closely with your organization to

create the perfect business development solution catered exclusively

American Conference Institute is pleased to offer our delegates a limited number of to the needs of your practice group, business line or corporation.
hotel rooms at a preferential rate. Please contact the hotel directly and mention the For more information about this program or our global portfolio of
“ACI Privacy & Security” conference to receive this rate. events, please contact:

Venue: Hotel Kabuki San Francisco Wendy Tyler

Address: 1625 Post Street, San Francisco, CA 94115 Director of Sales, American Conference Institute

Reservations:  (800) 533-4567 Tel: 212-352-3220 x5242

Online: www.tinyurl.com/PrivacySNF2016 w.tyler@AmericanConference.com

. . © Ameri Conf Institute, 2016
“ Choose your Registration Method merican Lonierence stiute

PHONE: ONLINE: MAIL:
1-888-224-2480 @ i i @ i

www.AmericanConference.com/PrivacySNF American Conference Institute

45 West 25th Street, 11th Floor
EMAIL: @ FAX: New York, NY 10010

CustomerService@AmericanConference.com 1-877-927-1563

SAVE $200
9 Select your Level of Engagement Register & Pay by August 19, 2016 egister & Pay after August 19, 2016 Brlnglng a Team?

O Conference only $2095 $2295 10% Conference Discount
O Conference + 1 Workshop O Aor OB $2595 $2795 5-6 15% Conference Discount
O ELITEPASS*: Conference + Both Workshops $3095 83295 7 20% Conference Discount
All program participants will receive an online link to access the conference materials as part of their registration fee. 8 or more Call 888—224—2480

O Please reserve ___ additional copies of the Conference Materials at $199 per copy.

Special Discount
ACI offers financial scholarships for government employees,

" . judges, law students, non-profit entities and others. For more
9 Fill in your Profile Conference Code 839L17-SNF information, please email or call customer service.

*ELITEPASS is recommended for maximum learning and networking value.

SALUTATION NAME Fee Includes
JOB TITLE ORGANIZATION The program, all program materials, refreshment breaks
ADDRESS CITY and lunches.

STATE/PROVINCE ZIP CODE COUNTRY TEL. Terms and Conditions

FAX EMAIL

Payment Policy

TYPE OF BUSINESS NOQ. OF EMPLOYEES L
Payment must be received in full by the program date to ensure
APPROVING MANAGER JOBTITLE admittance. All discounts will be applied to the Program Only fee
(excluding add-ons), cannot be combined with any other offer, and
O | would like to receive CLE accreditation for the following states: . See CLE details inside. must be paid in full at time of order. Group discounts available to 3 or

more individuals employed by the same organization, who register at

. [ ACH PAYMENT ($USD) the same time
omplete Payment Details :
Please quote the name of the attendee(s) and
Please charge my OVISA O MasterCard O AMEX O Discover Card O Please invoice me ::he E\;em C.Otde 8t(39L1 7 as aeference. Delegate Substitutions and Cancellations
or registrants:
NUMBER EXP. DATE Bank Name: HSBC USA You must notify us by email at least 48 hrs in advance of the
Address: 800 6th Avenue, New York, NY 10001 conference if you wish to send a substitute participant. If you are
CARDHOLDER Account Name: American Conference Institute unable to find a substitute, please notify us in writing no later than
UPIC Routing and Transit Number: 021-05205-3 10 days prior to the conference date. All cancellations received
O Ihaveenclosed mychequefor$__including applicable taxes made | UPIC Account Number: 74952405 will be subject to a cancellation fee of $350. Delegates opting to
. . Non-US residents please contact Customer Service . . . B N

payable to American Conference Institute (T..N.—98-0116207) for Wire Payment information receive a credit voucher will receive a credit for the full amount

paid, redeemable against any other American Conference Institute

” . I confirm | have read and understood the terms  conference in the next 12 months.
e Accept the Terms and Conditions to Register and conditions of registering for this event . ] ; . O o
No credits or refunds will be given for cancellations received within 10
days of the conference start date. Delegates may not “share” a pass

. . between multiple attendees without prior authorization. No liability is
Venue Information at a Glance Book your Accommodation assumed by American Conference Institute for changes in program

Venue:  Hotel Kabuki San Francisco American Conference Institute is pleased to offer our delegates a  date, content, speakers or venue. American Conference Institute
Address: 1625 Post Street, San Francisco, CA 94115 limited number of hotel rooms at a preferential rate. Please contact ~ reserves the right to cancel any conference it deems necessary and
TEL.: (800) 533-4567 the hotel directly and mention the “ACI Privacy & Security” conference  Will, in such event, make a full refund of any registration fee, but will not

Online:  www.tinyurl.com/PrivacySNF2016 1o receive this rate. be responsible for airfare, hotel or other costs incurred by registrants.
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