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Whether or not you believe cloud computing represents a 
revolutionary change in the provision of software and data 
processing services, the cloud and its lexicon have become 
firm fixtures in corporate enterprise management and, 
more recently, in doing business with the federal 
government. As discussed further below, contractors 
should recognize the legal risks and rewards of both 
assisting federal agencies in implementing clouds, and in 
employing cloud service providers to perform federal 
government contracts.  

President Obama’s Federal Cloud 
Computing Initiative 

With the release of President Obama’s budget for fiscal 
year 2011,1 cloud computing also became an essential 
aspect of the nation’s information technology strategy.2 In 
fact, the administration has had its eyes on the clouds for 
some time, and while the 2011 budget represents its 
strongest commitment toward cloud computing, efforts to 
implement the concept have been ongoing since at least 
the roll-out of the 2010 budget.3  

Around that time, Federal Chief Information Officer (“CIO”) 
Vivek Kundra, the CIO Council, and the Office of 
Management and Budget established the Federal Cloud 
Computing Initiative (the “Initiative”) to develop a broad 
strategy and to begin to identify specific applications for 
cloud computing across the federal government. From the 
Initiative sprung cross-agency bodies, including the Cloud 
Computing Executive Steering Committee and the Cloud 
Computing Advisory Council, and individual agency-based 
committees like the General Services Administration’s 

(“GSA”) Cloud Computing Program Management Office 
(“CC PMO”). The analysis that follows considers the 
implementation of cloud computing at the individual agency 
level, since it is the most immediate, and ultimately the 
most likely, source of government contracting activity.  

Though one of the ultimate goals of the Initiative is to 
determine whether clouds will provide an appropriate 
means for breaking down inter-agency data stovepipes, 
federal cloud computing encompasses four different 
deployment models, and in these preliminary stages of 
cloud development, agencies have been free to determine 
which model best serves their needs. The four models, as 
defined by the National Institute of Standards and 
Technology (“NIST”), include: (1) private clouds, for the use 
of a single agency; (2) community clouds, shared by 
multiple agencies; (3) public clouds, largely for the public’s 
use and benefit; and (4) hybrid clouds, facilitating the 
sharing of data and utilities across two or more unique 
clouds of any type.4 In the sections that follow, we analyze 
some of the specific legal issues that may arise in the 
course of government contracting, first in the context of a 
hybrid cloud, then in the context of a private cloud, and 
finally in the context of a public cloud. In addressing hybrid 
and private cloud computing below, we focus on the key 
issues contractors should be aware of when assisting 
federal agencies in implementing cloud computing. In 
addressing public cloud computing, we focus on the key 
issues that arise when a contractor uses cloud computing 
to perform its federal government contract.  

http://www.reedsmith.com/lorraine_campos/
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Key Issues Impacting Contractors 
Assisting Federal Agencies in 

Implementing Cloud Computing 

Legal Issues in Hybrid Cloud Contracting: GSA’s 
Apps.gov 

In September 2009, federal CIO Kundra announced GSA’s 
Apps.gov, which he described as an “online storefront for 
federal agencies to quickly browse and purchase cloud-
based IT services, for productivity, collaboration, and 
efficiency.”5 Spearheaded by the CC PMO, Apps.gov 
provides agency consumers four different kinds of cloud 
computing applications: (1) business applications, to 
facilitate process and analytical tasks; (2) productivity 
applications, to support individual and group functionality; 
(3) cloud IT services, for storing and enabling diverse 
access to data; and (4) social media applications, to 
enhance communication and collaboration.6 Again 
following the NIST taxonomy, the capabilities embodied by 
the applications on Apps.gov may be delivered to agency 
customers in one of three methods: (1) software as a 
service (“SaaS”); (2) platform as a service (“PaaS”); or (3) 
infrastructure as a service (“IaaS”).7 Perhaps not 
surprisingly, the delivery method is closely tied to the 
model of cloud used to provide a particular capability,8 and 
a company seeking to offer a particular cloud computing 
application through Apps.gov will face unique legal 
implications, based on the method and model involved.9  

Legal Issues in Contracts Involving SaaS 
Applications 

Business and productivity applications are considered 
SaaS applications on Apps.gov, and are currently offered 
mostly through private clouds (though this is an ideal area 
for the future development of community clouds). Any such 
application procured through the traditional contracting 
approach must be certified and accredited by the Federal 
Information Security Management Agency (“FISMA”). That 
Certification and Accreditation (“C&A”) process, which is 
defined in the NIST Special Publication (“SP”) 800-37, 
“Guide for Applying the Risk Management Framework to 
Federal Information Systems: A Security Life Cycle 
Approach,”10 is not a prerequisite to being listed as a 
vendor of SaaS applications through Apps.gov.11 However, 
contractors offering these services through Apps.gov must 
be prepared to work with agency contracting authorities to 
ensure the C&A process is completed before contract 
performance begins. Failure to do so may render the 
contract unenforceable.  

Legal Issues in Contracts Involving PaaS and IaaS 
Applications 

PaaS and IaaS applications are not yet available through 
Apps.gov, though their release is reportedly imminent.12 

These applications will most likely be provided through 
private clouds in the foreseeable future, and will 
encompass solutions for data storage, hosting, and 
processing.  

Unlike SaaS providers, IaaS providers will be awarded 
blanket purchase agreements under their GSA Federal 
Supply Schedule (“FSS”) Schedule 70 contracts, which will 
implicate different contracting provisions in the Federal 
Acquisition Regulation (“FAR”) from those governing 
contracts with SaaS providers.13 In addition, IaaS providers 
reportedly will be required to meet the “moderate” security 
level under FISMA standards.14 The original IaaS request 
for quotes (“RFQ”) that was issued, and later withdrawn in 
fall 2009, required compliance with Appendices A and B of 
NIST SP 800-47, “Security Guide for Interconnecting 
Information Technology Systems.”15 Providers of IaaS 
capabilities under that RFQ were also held to a guarantee 
of at least 99.95 percent availability, and agency customers 
were entitled at any time to complete copies of their own 
data or the applications through which it was processed.16 

It remains to be seen whether these provisions will be 
carried into the revised RFQ, but potential providers of 
PaaS and IaaS capabilities are well advised to brace for 
stringent data security and access requirements.  

Legal Issues Involving the Provision of Social 
Media Applications 

A notable exception to the considerations above applies in 
the case of free social media applications, including open 
source, shareware, and freeware tools and services. Since 
these items are provided free of cost, GSA does not 
negotiate contracts for their inclusion on Apps.gov.17 In 
order to be included as a provider of a social media 
application on Apps.gov, however, a vendor must agree to 
abide by a Terms of Service (“TOS”) agreement that 
addresses the particular status and needs of federal 
government agencies.18 Working in coordination with 
several other agencies, GSA developed a model “Federal 
friendly” TOS agreement19 meant to serve as a baseline for 
discussions with individual agency consumers. 
Prospective providers of social media applications through 
Apps.gov should review the model TOS carefully, as well 
as any agency-specific additions or amendments to its 
terms, to ensure they are able to comply with its provisions.  
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Legal Issues in Private Cloud Contracting: 
Department of Defense (“DoD”) Initiatives 

Rapid Access Computing Environment (“RACE”) 

Unlike GSA, DoD is currently focused on developing 
private cloud environments where the data center is 
controlled by DoD rather than outsourced.20 DoD expects 
this approach to achieve the cost savings typical of cloud 
computing and to address cybersecurity concerns.21  

One example of a DoD private cloud is the Defense 
Information Systems Agency (“DISA”) Rapid Access 
Computing Environment. RACE is an internal cloud 
computing service – a service controlled by DISA in its 
Defense Enterprise Computing Centers (“DECC”) and 
operated behind DoD firewalls with the support of federal 
government contractors.22 Similar to other clouding 
computing services, DoD users only pay for the amount of 
storage and processing power they need based on a 
monthly fee.23 Within 24 hours of payment, users can 
begin using the RACE computing resources to develop and 
test their applications in their own Windows or Red Hat 
Linux operating environment.24 When the application goes 
into production, the resources are returned to the DISA’s 
cloud at one of DECC locations.25 In the future, RACE may 
be extended to production of computing processes and 
applications.26 In addition to cost savings, RACE offers the 
potential to standardize software applications across DoD 
agencies, making collaboration among the agencies 
easier.27  

Transitioning Existing IT Systems to Cloud 
Computing Environments 

Beyond supporting new cloud computing environments like 
RACE, government contractors are assisting DoD agencies 
with the transition of existing IT systems to cloud 
computing. For example, the U.S. Navy has awarded 
Lockheed Martin Corporation and Northrop Grumman 
Corporation Consolidated Afloat Networks and Enterprise 
Services (“CANES”) contracts totaling $1.75 billion to 
upgrade existing shipboard and onshore Internet Protocol 
networks for command, control, communications, 
computers, intelligence, surveillance and reconnaissance 
(“C4ISR”).28 Under the CANES contracts, the companies 
will transition these Navy networks to cloud computing 
environments.29  

Legal Issues Associated with Cybersecurity 

Whether discussing cloud computing in terms of networks 
like RACE, where it is inherent, or CANES, where it is 
being adopted, the same cybersecurity issues apply. 
Cybersecurity includes safeguarding systems from security 
breaches, maintaining system operations while a cyber 

attack is underway, and developing network self-healing 
capabilities to minimize the impact of cyber assaults. 
Secretary of Defense Robert Gates has stated the United 
States is “under cyberattack virtually all the time, every 
day,” and cybersecurity is not a new issue for DoD.30 Of 
course, some cyberattacks are more damaging to national 
security than others. In a series of cyberattacks attributed 
to the Chinese government, computer hackers recently 
stole several terabytes of technical specifications pertaining 
to the Pentagon’s $300 billion F-35 Joint Strike Fighter 
development program, and to the Air Force’s air traffic 
control system.31  

Given these kinds of cyber threats, federal government 
contractors implementing cloud computing technologies for 
DoD should expect compliance requirements related to 
cybersecurity to continue to evolve. Today, DoD 
contractors must comply with the Defense Information 
Assurance Certification and Accreditation Process 
(“DIACAP”) when such requirements are included in their 
contracts.32 Federal contractors required to seek C&A 
under DIACAP should recognize that this can be a lengthy, 
expensive process.33 In addition to DIACAP, DoD 
contractors can expect new regulations to be promulgated 
related to cybersecurity. For example, Federal Desktop 
Core Configuration (“FDCC”) security setting requirements 
may be incorporated into the FAR to standardize the FDCC 
contract clauses federal agencies are already required to 
include in their IT contracts.34 Because these kinds of 
requirements will continue to evolve, Federal government 
contractors should carefully analyze the cybersecurity 
specifications in their DoD contracts.  

 
Key Issues Impacting Contractors 

Using Cloud Computing in the 
Performance of 

Federal Government Contracts 

Public Cloud Services Employed by Federal 
Government Contractors  

Federal government contractors already use public cloud 
computing services to carry out their contracts. For 
example, cloud service providers offer applications and 
computing power to enable federal contractors to manage 
and collaborate on government projects in real-time, as 
well as to automate business processes such as those for 
timekeeping and compliance with federal fiscal 
requirements, such as earned value management.35 
Government contractors using these services expect to 
achieve greater efficiencies through collaborative online 
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project management and increased visibility into project 
health.36  

Government contractors are also hiring cloud service 
providers that offer “FAR compliant accounting platforms 
that can satisfy audit requirements of the Defense Contract 
Audit Agency (“DCAA”).”37 Here small and medium-sized 
government contractors expect to reduce the cost of 
compliance with federal government accounting regulations 
by avoiding the cost of implementing and maintaining such 
compliance systems in-house, and instead paying 
commercial cloud providers a less costly usage fee to 
store, accumulate, and report accounting data in 
compliance with the FAR.38 These cloud service providers 
typically promise a government contractor a certain level of 
security, as well as 24-hour-a-day, on-demand access to 
data and applications stored in the cloud.  

Cloud Service Providers as Federal Government 
Subcontractors 

A government prime contractor may need to treat its cloud 
service provider like a government subcontractor when the 
services, such as those discussed above, are required to 
perform a federal government contract. This raises several 
legal issues that government prime contractors should 
consider carefully to avoid potential administrative, civil or 
criminal liability. As discussed further below, to mitigate the 
prime contractor’s potential liability, the prime contractor, 
more often than not, will need to negotiate contract terms 
with the cloud service provider that the provider would 
typically not accept from its other commercial customers.  

Legal Issues Arising from Government 
Information Assurance and Security 
Requirements 

Depending on the federal government’s view of the 
criticality or confidentiality of the data maintained by the 
cloud service provider, a government prime contractor may 
need to include in its contract with the cloud service 
provider certain federally mandated information assurance 
or security requirements. For example, the prime contactor 
and its cloud service provider may be required to comply 
with the DIACAP or the NIST C&A standards discussed 
above. Further, the prime contractor and the cloud provider 
may be required to allow government inspection of the 
privacy and security safeguards at their respective 
facilities, and to notify the government of any failure of 
those safeguards.39 In addition, under certain 

circumstances, the government may require the prime 
contractor to maintain a continuity-of-operations plan in the 
event of a catastrophic failure of the primary information 
systems. In order to execute that plan, the prime contractor 
may need to contractually impose certain requirements on 
the cloud service provider. Thus, in order to comply with 
information assurance and security requirements pursuant 
to its contract with the government, the prime contractor 
may need to flow down these same requirements in its 
contract with the cloud service provider.  

Legal Issues Arising from Government Business 
Practice Requirements 

The prime contractor also may need to flow down to the 
cloud service provider certain government compliance 
requirements related to business practices in its prime 
contract. For example, during certain DCAA audits, the 
government will evaluate the adequacy of the prime 
contractor’s systems, policies, procedures and internal 
controls related to the performance of its government 
contracts.40 If the cloud service provider is operating an 
internal control system for the prime contractor, such as 
storing, accumulating and reporting the prime contractor’s 
accounting data in compliance with the FAR, the prime 
contractor must ensure the cloud service provider is 
contractually bound to comply with the federal government 
requirements applicable to the prime contractor, as well as 
the prime contractor’s policies and procedures. If providing 
cloud-based services for processing the prime contractor’s 
accounting data, the cloud service provider may also be 
required to comply with the federal government’s Cost 
Principles and Cost Accounting Standards.41 If the prime 
contractor does not require the cloud service provider to 
comply with federal government requirements applicable to 
the prime contractor, the prime contractor may suffer the 
consequences of failing a government audit.  

Additionally, prime contractors are required to comply with 
certain document retention requirements under the FAR.42 
A prime contractor should ensure that its cloud service 
provider’s retention policies do not conflict with the FAR 
requirements, because, among other reasons, the prime 
contractor needs its data maintained in accordance with 
the FAR and readily available in the event of a government 
audit. The case study below provides an illustration of 
some of this and other potential legal risks, as well as the 
rewards, of employing a cloud service provider in 
performing a federal government contract. 
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Case Study:  The Risks and Rewards of a U.S. Federal Government Contractor  
Employing a Cloud Service Provider to Perform a Federal Government Contract 

By way of illustrating the importance of addressing the 
specific legal implications that arise in the context of 
government contracts whose performance involves the use 
of cloud computing, we offer the following hypothetical 
situation: a Small Business Administration-certified 8(a) 
staffing company, SB, teams with a joint venture partner, 
JV, to compete for, and ultimately win, a three-year U.S. 
Army contract for the provision of medical personnel at 
various military hospitals and clinics across the country.  
While SB and JV have performed similar contracts in the 
past to provide health research and practitioner staff to 
civilian government agencies, the Army contract represents 
a new foray into military contracting for both partners.  
While both partners are aware that the Defense 
Contracting Audit Agency (“DCAA”) will audit the 
contractors’ accounting systems for compliance with the 
Federal accounting regulations, including the Federal Cost 
Accounting Standards which are applicable to the joint 
venture under this contract, neither partner is sure of what 
is required to comply with those regulations, or how their 
current systems measure up.   

The Rewards of Cloud Computing  

Because the Army contract represents an entirely new line 
of business for SB and JV, and one they are not sure they 
will continue after completion of the contract, neither is 
quite ready to assume the expense and complexity 
involved in adopting new accounting systems that comply 
with Federal accounting regulations.  Thus, SB and JV 
decide to outsource all of the accounting tasks associated 
with the Army contract to a mid-sized firm, MF, that has 
recently announced a new cloud-based accounting service 
that complies with the FAR (“Federal Acquisition 
Regulation”).  The terms of the Army contract do not 
prohibit this kind of subcontracting, but the contract also 
does not explicitly specify terms & conditions related to 
data retention under the FAR that should be flowed down 
to such a contractor.  Further, the prime contractor fails to 
flow down these FAR requirements to the cloud computing 
service provider.  

The Risks of Cloud Computing   

The contract, to all outside observers, is successfully 
performed by SB and JV.  In fact, all is well, until just under 
two years after the contract is completed and final payment 
has been made.  At this point, a woman who worked as a 
dental hygienist under the contract alleges that 
irregularities in the electronic timecard system employed by 

SB and JV led it knowingly to submit false invoices to the 
Army, and thereby violate the False Claims Act.  The 
Government intervenes and DCAA immediately initiates an 
audit of the completed contract.  Unfortunately, though 
DCAA found MF’s accounting system complied with 
Federal accounting regulations during performance of the 
contract, MF failed to maintain the accounting data for the 
period of time required by the FAR after the contract was 
completed.  Many of the records no longer available 
include accounting data from the Army contract, the 
production of which DCAA now demands.  Thus, the prime 
contractor no longer has the accounting data it was 
required to maintain under the FAR to support costs it 
billed to the Army. As a result, the prime contractor will 
have greater difficulty refuting the alleged false claim to the 
Army. 

Mitigating the Risk 

This scenario demonstrates the importance of structuring 
the prime contractor-subcontractor relationship in light of 
the Federal government’s right to audit the performance of 
a contract.  This is particularly true where the prime 
contractor decides to subcontract the task of managing 
data essential to the contract’s performance (and therefore 
relevant to any potential audit).  When the subcontractor 
provides its services through cloud computing, even if the 
prime-subcontractor agreement mandates near-constant 
availability of the data, the prime contractor must take care 
to ensure that the particular requirements for data 
maintenance imposed by the FAR are flowed down to the 
subcontractor.  As added protection, the prime contractor 
may also seek a contract clause providing that the 
subcontractor will indemnify the prime contractor for liability 
that arises in the event that the subcontractor fails to 
maintain the data as specified in the prime-subcontractor 
arrangement.  From the subcontractor’s perspective, it is 
equally important to understand the terms of the 
arrangement, particularly the responsibility it imposes on 
the subcontractor to provide a certain level of data and 
services, and exactly what that level is.  A cloud computing 
subcontractor who agrees to indemnify the prime 
contractor in the event that essential data is lost or 
inaccessible may choose to build the cost of this provision, 
or the cost of undertaking insurance for such a 
contingency, into its price to the prime contractor.  
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What You Should Do  

Like other technology-related developments of the past 
hundred years, cloud computing poses benefits and risks 
for Federal government contractors.  But failing to 
recognize the unique legal implications of cloud computing 
presented by each Federal contracting opportunity, and to 
carry on with business as usual, could expose a contractor 

to potentially significant liability.  Federal government 
contractors should work with legal counsel to identify and 
mitigate those risks, including starting early in the 
contracting process with the negotiation of terms and 
conditions of the prime contract and any related 
subcontracts.  By mitigating those risks, a Federal 
government contractor paves the way for using the cloud to 
revolutionize how it does business with the Federal 
government.  
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