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What will Accountability actually look like under the Regulation? 
Under the GDPR, there is no change in the definitions of the two key roles of data controller 
and data processor but how liabilities are negotiated—we expect increased complexity (at 
least initially)—to change.  Why?   
Simply stated, for the first time data processors will take on a direct regulatory responsibility 
and, therefore, liability.  Supervisory authorities may develop a new ‘contributory negligence’ 
approach to enforcement and sanctions.   

Controller 
A data controller can be an individual or an entity. Data controllers determine the purposes for 
and means of processing personal data, and are accountable for compliance with the GDPR 
principles. 

Processor 
A data processor is an individual or entity which processes personal data on behalf of a 
controller. 

The concept of the data processor is well known from the Data Protection Directive. For the 
first time, data processors are subject to direct regulation by supervisory authorities under the 
GDPR. Although processors have several obligations, two of the most notable are: 

• Implementation of sufficient security measures, having regard to the state of the art, the 
costs of implementation, and the nature, scope, context and purposes of the processing. 

• Maintenance of records of all categories of processing activities carried out on behalf of a 
data controller, including details of any international data transfers. 

Accountability in practice 
Data controllers will continue to be responsible and accountable for compliance and 
governance, with the GDPR elevating the significance of their role.  

Data processors will be in line for greater liability now that they will be directly regulated.  As a 
result, we expect to see a significant impact on contracts with service providers. 

Data Protection Officers (DPOs) will assume a vital and powerful role.  We may see increasingly 
the voluntary appointment of DPOs as a means of centralising the accountability function.  

Governance 
Accountability means that governance structures must have the spotlight shone on them.  
With the requirement for some organisations to appoint a DPO – as a minimum governance 

Accountability and Governance 

Some of the most important new requirements under the GDPR are those 
pertaining to accountability. Accountability means that organisations must 
demonstrate compliance with the GDPR. 
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requirement – some aspects of governance may become more prescriptive, with some 
decisions taken out of the hands of business. 
In practice, organisations will be expected to put into place comprehensive but proportionate 
governance measures, including: 
• Appropriate technical and organisational 

measures 
• Recording of processing activities 
• Appointment of a Data Protection Officer 

(where appropriate) 

• Implementation of Data Protection by 
Design and by Default 

• Development and use of Data Protection 
Impact Assessments 

Demonstrating Compliance 

As part of accountability, organisations must be able to demonstrate not only that they have a 
compliance framework in place but also that they implement and adhere to these measures. 
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Right Requirement  

New Rights 

Right to restrict 
processing  

Controller to cease processing where: (i) accuracy is contested by the 
data subject; (ii) processing is unlawful but the data subject does not 
request erasure; (iii) processing is no longer necessary; or (iv) data 
subject has objected to the processing and controller determines that 
no overriding legitimate grounds exist. 
If data disclosed to third party, controller to inform them of restriction 
unless this is impossible or involves disproportionate effort. 

Rights against 
automated 
decision making 
and profiling 

Controller to identify whether operations constitute automated decision 
making and update such operations so as to ensure process allows for 
human intervention. Exemptions available to controller. 

Right to data 
portability 

Controller to provide the personal data (that are processed in an 
automated way) in a structured, commonly used and machine-readable 
format and, where requested and technically feasible, transmit them 
directly to another controller. 

 

 

 

 

Rights of Individuals  

The GDPR preserves a number of existing rights of data subjects to access 
their personal data but importantly, as well as providing further obligations 
on those existing rights, it also creates new rights. The below table 
summarises the impact and key obligations as regards controllers receiving 
requests from data subjects. 
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Right Requirement Changes to existing law(s) 

Existing Rights 

Right to be 
informed 

Controller to provide data subjects with 
information relating to the processing of 
their personal data in a concise, clear 
and intelligible manner. 

More detailed information to 
be provided and depends on 
whether data obtained 
directly from data subject. 

Right of access Controllers to confirm whether personal 
data are being processed, and if so, 
provide access. 

Information to be provided 
free of charge and within one 
month of receipt. Where 
request made electronically, 
information to be provided in 
a “commonly used electronic 
format”.  

Right to 
rectification 

Controller to rectify inaccurate or 
incomplete personal data without undue 
delay. 
 

Where controller has 
disclosed personal data to 
third party, controller to 
inform them of rectification. 

Right to object Controller to cease processing where 
data subject objection to processing is: (i) 
based on certain grounds (public 
interest or legitimate interest); or (ii) for 
certain purposes (research or statistics). 
Some exemptions may be available to 
controller.  
Data subject has absolute right to object 
to data processed for direct marketing 
purposes. No exemptions are available 
to controller. 

Right to object to personal 
data being used for statistical 
or research purposes. 

Right to erasure 
(‘right to be 
forgotten’) 

Controller to erase personal data when: 
(i) no longer necessary; (ii) consent is 
withdrawn; (iii) data subject objects and 
controller has no overriding legitimate 
grounds to hold data; (iv) data is 
unlawfully processed; (v) necessary to 
comply with a legal obligation; or (vi) 
processed in connection with an online 
service offered to a child. 

Broader, more specific rights 
created. If data disclosed to 
third party, controller must 
inform them of erasure 
unless it is impossible or 
involves disproportionate 
effort. 
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Controllers and processors must have a “lead supervisory authority” located in the jurisdiction 
where they have their main or sole establishment. There are complex rules in place to govern 
cooperation between an entity’s lead supervisory authority and other supervisory authorities, 
which take effect where a complaint is made by a data subject. There are also mutual 
assistance provisions in place, and supervisory authorities may operate jointly to conduct 
investigations and take enforcement action.  

A European Data Protection Board, tasked with ensuring the consistent application of the 
GDPR, will also be established. The Board will have a number of responsibilities, including 
issuing guidance on a number of topics and resolving disputes between supervisory 
authorities.  

Powers of Supervisory Authorities 

Supervisory authorities have robust enforcement powers which go far beyond those under the 
Data Protection Directive. Supervisory authorities may, for example:  

• order controllers or processors to provide information 

• access a controller or processor’s premises and equipment 

• issue warnings and reprimands; 

• limit or ban data processing 

• impose administrative fines of up to €20,000,000 or 4 per cent of total worldwide turnover. 

The scope of enforcement powers available to supervisory authorities and their implications 
for businesses will ensure that GDPR compliance remains a board-level concern. 

 

Supervisory Authorities and Sanctions  

Supervisory authorities will continue to play a vital role under the GDPR. 
Each member state must have established at least one independent 
supervisory authority which will be responsible for enforcing the GDPR.  
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