
 

 

 

 

Pre
Ge
Re
  

 

epari
enera
egula

ng fo
al Da
tion 

or the
ta Pr

e Eur
rotec

rope
ction 

an 

IP, Tech & D

Data protec

Data 

ction 



 

The background: from directive to regulation 1 

Data protection principles 2 

Accountability and governance 3 

Rights of individuals 4 

Embedding data protection in your organisation 6 

Data protection: by design or by default? 7 

Supply chain 8 

International data transfer 9 

Data protection officers 10 

Data breach notifications 11 

Supervisory authorities and sanctions 12 

Putting the theory into practice: what next? 13 

Our global team 14 
 

 

 

 

Contents 



Preparing for the European General Data Protection Regulation  Reed Smith  01 

Reform began in 2012 aimed at harmonising data 
protection across the EU via a General Data Protection 
Regulation, which, as an EU regulation, would have direct 
effect across all EU member states. This reform also 
sought to ensure that the governing law was updated to 
account for the rise of personal technology and the vast 
array of devices now at the EU’s disposal. New technology 
means new risks as well as new ways of collecting and 
using data. 

It took nearly four years of consultation to agree the 
General Data Protection Regulation (the GDPR or 
Regulation) and it was formally adopted on 27 April 2016 
and published in the Official Journal of the European 
Union on 4 May 2016, entering into force 20 days later. A 
transitional period of two years was then agreed, during 
which organisations would have time to prepare for 25 
May 2018, when the Regulation becomes enforceable. 

The long arm of the law 
The GDPR applies to controllers and processors 
“regardless of whether the processing takes place in the 
European Union or not”. The extra-territorial application of 
the GDPR is triggered when:  

• goods or services are offered to EU citizens; or 

• the behaviour of EU citizens is monitored or tracked 
through the use of technology.  

Organisations which do not have an establishment in the 
EU – and which consider themselves to operate outside 
the scope of EU data protection law – are now subject to 
data protection regulation pursuant to the GDPR. 

How does this affect your business? 
By the time the GDPR is applied in May 2018, you will 
need to make sure that all practices, policies and 
processes relating to the collection and use of personal 
data across your organisation have been assessed and 
brought into alignment with the requirements of the new 
Regulation.  

We have prepared this publication to lay out the new 
obligations being ushered in by the GDPR, in order for you 
to better understand what the Regulation expects from 
your business in relation to the data you hold, whether it 
relates to your employees, customers or suppliers. 

 

The background: from directive to regulation 

For a little over 20 years, the protection of individuals in relation to the collection, 
use and processing of their personal data has been governed in Europe by the 
Data Protection Directive (95/46/EC) (the Data Protection Directive), adopted and 
implemented in national law by all 28 EU member states.  
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Right Requirement 
 

New rights 

Right to restrict 
processing  

Controller to cease processing where: (i) accuracy is contested by the data subject; (ii) 
processing is unlawful but the data subject does not request erasure; (iii) processing is 
no longer necessary; or (iv) data subject has objected to the processing and controller 
determines that no overriding legitimate grounds exist. 

If data disclosed to third party, controller to inform them of restriction unless this is 
impossible or involves disproportionate effort. 

Rights against 
automated decision 
making and 
profiling 

Controller to identify whether operations constitute automated decision making and 
update such operations so as to ensure process allows for human intervention. 
Exemptions available to controller. 

Right to data 
portability 

Controller to provide the personal data (that are processed in an automated way) in a 
structured, commonly used and machine-readable format and, where requested and 
technically feasible, transmit them directly to another controller. 

  

Rights of individuals 

The GDPR preserves a number of existing rights of data subjects to access their 
personal data but importantly, as well as providing further obligations on those 
existing rights, it also creates new rights. The below table summarises the impact 
and key obligations as regards controllers receiving requests from data subjects. 
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Right Requirement Changes to existing law(s) 

Existing rights 

Right to be 
informed 

Controller to provide data subjects with 
information relating to the processing of their 
personal data in a concise, clear and intelligible 
manner. 

More detailed information to be 
provided and depends on whether 
data obtained directly from data 
subject. 

Right of access Controllers to confirm whether personal data are 
being processed, and if so, provide access. 

Information to be provided free of 
charge and within one month of 
receipt. Where request made 
electronically, information to be 
provided in a “commonly used 
electronic format”.  

Right to 
rectification 

Controller to rectify inaccurate or incomplete 
personal data without undue delay. 

 

Where controller has disclosed 
personal data to third party, controller 
to inform them of rectification. 

Right to object Controller to cease processing where data 
subject objection to processing is: (i) based on 
certain grounds (public interest or legitimate 
interest); or (ii) for certain purposes (research or 
statistics). Some exemptions may be available to 
controller.  

Data subject has absolute right to object to data 
processed for direct marketing purposes. No 
exemptions are available to controller. 

Right to object to personal data being 
used for statistical or research 
purposes may be overridden where 
the controller implements appropriate 
safeguards. 

Right to erasure 
(‘right to be 
forgotten’) 

Controller to erase personal data when: (i) no 
longer necessary; (ii) consent is withdrawn; (iii) 
data subject objects and controller has no 
overriding legitimate grounds to hold data; (iv) 
data is unlawfully processed; (v) necessary to 
comply with a legal obligation; or (vi) processed in 
connection with an online service offered to a 
child. 

Broader, more specific rights created. 
If data disclosed to third party, 
controller must inform them of erasure 
unless it is impossible or involves 
disproportionate effort. 

  



Da
DP
to t
“hig

• 

• 

• 

• 

On
ste

• 

−

−

• 

−

• 

−

 

E

Da
as

ata protec
PIAs are mand
the rights and
gh risk” opera

 New techno

 Profiling or a

 Processing 
on a large sc

Systematic m
CCTV/video

nce the need 
eps must be ta

Description
and purpos

− Describe 
and (iii) d

− What leg

Assessmen
processing 

− How man

Identificatio
risks 

− What ste
individua

Embed

ata prote
ssessmen

ction impa
datory when 
d freedoms of
ations include

ologies                     

automated pr

sensitive data
cale 

monitoring of 
o surveillance

for a DPIA ha
aken: 

n of processi
ses of proces

how persona
deleted 

itimate intere

nt of necessi
 operations 

ny individuals

on and asses

ps are taken 
l, and (ii) the 

dding

ection imp
nt and mi

act assess
processing p
f individuals. 
e: 

                                       

rocessing 

a (special cat

public areas 
) 

as been ident

ing operation
ssing 

al data is: (i) c

st is the cont

ty and propo

 are likely to 

ssment of da

to address ris
organisation?

g data

pact asse
inimisatio

Preparing

sments  
oses a “high 
 Examples of

    

tegories of da

(e.g., 

tified, a numb

ns envisage

collected, (ii) 

roller pursuin

ortionality of

be affected? 

ata protectio

sk to: (i) the 
? 

a prote

essment (
on of data

 for the Europ

risk” 
f 

ata) 

ber of 

d 

used, 

ng? 

f 

on 

• Id
s

− 

− 

•  A

− 

− 

•  I

− 

Prio
aut
In th
is ide
auth

ection

(DPIA) is
a protecti

pean General D

dentification
solutions 

Evaluate p
addressing

What level 

Approval and

 Ensure DP
level 

Record dec
accept risk

ntegration o

 Implement
plan over t
is a change

or consult
thority  
he absence of
entified, the c

hority prior to 

n in yo

 a proces
on risks. 

W
O
a
b
a
d

Data Protectio

n and evaluat

roposed mea
g risk  

of risk is acc

d recording 

PIA receives s

cisions taken
k, and demon

of DPIA outco

t, monitor, re-
he life-cycle o
e of risk 

tation with

f measures to
controller mus
processing. 

our or

ss involvi

Worth con
Organisations
a standard tem
business to us
activity that inv

ata. 

on Regulation 

tion of data 

asures and sa

ceptable? 

sign-off at the

 to eliminate,
strate compli

omes in the 

-assess and u
of the project

h lead data

o mitigate risk
st consult the

rganis

ing the id

nsidering…
 should think 

mplate in plac
se for any new
volves the pro

 Reed Smith

protection 

afeguards for 

e appropriate 

 mitigate or 
ance 

project plan

update the DP
t and when th

a protecti

k where high 
e supervisory 

sation

dentificati

…. 
about putting

ce for their 
w process or 
ocessing of 

  06 

 

PIA 
ere 

on 

risk 

 

n 

on

g 



 

Da
An
me
mo
at t
tec

Ap
bec
ser

It m
reg

• 

• 

 

 

 

D

Da
de

Th
wh
co

F
O
c
m
p

 

ata protec
 organisation

easures have 
onitored.  Dat
the concept p

chnology. 

propriate tec
come part of 
rvice or busin

must be demo
gard to: 

Nature, scop

Likelihood a
of individuals

Data p

ata Prote
evelopme

he GDPR
hich, in p
onsiderat

From the o
Organisations
consideration 
making it an in
process… from

ction by de
n needs to sho
 been implem
a protection i
phase of any 

hnical and or
the developm

ness process.

onstrated that

pe, context an

nd severity o
s 

protec

ection is s
ent and o

R introduc
practice, m
ion from 

outset 
s must take da

from the outs
ntegral part o
m day one.  

esign  
ow that adeq

mented and th
s baked in, n
product or se

rganisational 
ment for each
. 

t sufficient ac

nd purposes o

f risks to righ

ction: 

set to bec
rganisati

ces data 
means th
the outse

ata protection
set of any new

of the project d

Preparing

uate security 
hat complianc
not bolted on f
ervice or use 

measures 
h new project,

ccount is take

of processing

ts and freedo

by de

come an 
onal stru

protectio
at all org

et of proje

n into 
w project, 
development 

 for the Europ

ce is 
from 
of 

 

en in 

g   

oms 

Dat
Data
setti
new 

By d
spec

This

• A

•  E

•  P

• A

At w
• A

p

• A

esign 

integral p
cture of n

n by desi
anisation
ects or ne

pean General D

ta protecti
a protection b
ngs automati
product or se

default only pe
cific identified

 applies to: 

Amount of pe

Extent of pro

Period of time

Accessibility

what stag
At the time wh
processing is 

At the concep

or by

part of bo
new prod

ign and d
ns must ta
ew initiati

Data Protectio

ion by def
by default mea
cally apply on
ervice. 

ersonal data w
 purposes ar

ersonal data c

cessing 

e for storage 

y 

e of the p
hen determina
made 

pt and design 

y defa

oth the tec
ucts or se

data prote
ake data 
ves. 

on Regulation 

fault  
ans that the s
nce a custom

which are ne
e processed.

collection 

of personal d

roject? 
ation of the m

phase of any

ault? 

chnologic
ervices.  

ection by 
protectio

 Reed Smith

strictest privac
mer acquires a

cessary for 
 

data 

means of 

y project 

cal 
 

default, 
on into 

  07 

cy 
a 

 



Su
Co
sup
be
suf
kno
tec
req
ens

S

Th
am
be
re
as
we

H
A
tr
2
tr

O
a
th
o
G
c
im
fr

upplier du
ontrollers are 
ppliers (proce
half. They wil
fficient guara
owledge, relia
chnical and or
quirements of
sure the secu

Supply

he greate
mounts to
eing seen
equiremen
spects of 
ell as EU

How does 
All contracts in
ransfers mus
2018 – in othe
ransition perio

Organisations
arrangements
he most critic
operations. St
GDPR deadlin
compliant or h
mposed on yo
rom your pers

ue diligenc
required to ca
essors) proce
ll need to ens
ntees, in part
ability and res
rganisational 
f the Regulati
urity of proces

y cha

est impac
o ensurin
n in the D
nt in such
the GDP

U member

this affec
nvolving pers
t comply with

er words, we 
od.   

s should revie
s with service 
cal services fo
tart negotiatio
ne – otherwis
having third p
ou which cou
spective and/

ce 
arry out due d

essing person
sure suppliers
ticular in term
sources, to im
measures wh
on, including
ssing.  

in 

ct of the G
g sufficie

Data Prote
h explicit 
PR, greate
r states’ d

ct your bus
sonal data ha
h the GDPR a
are currently 

ew their existi
providers, st

or their busine
ons well in ad
se you will risk
arty standard
ld be (a) non
/or (b) unfavo

Preparing

diligence on 
nal data on th
s can provide

ms of expert 
mplement 
hich will meet
 measures to

GDPR on
ent guara
ection Dir
terms as
er clarity 
delegated

siness? 
ndling or 

as at 25 May 
in the 

ng 
tarting with 
ess 
vance of the 
k being non-
d terms 
-compliant 

ourable 

 for the Europ

eir 
 

t the 
o 

Sup
The 
writte
dura
of pe
into 
supp
of th
cont

• O
in

• E
c

•  T
R

• E
c

• A
o
to
th

• D
a

• M
d

 a contro
ntees of d
rective bu

s we see 
is expect

d powers

pean General D

pplier obli
processing b
en, binding c

ation, nature a
ersonal data a
account the s
plier and the r
he data subjec
tract must stip

Only processe
nstructions 

Ensure those 
committed the

Takes all secu
Regulation 

Ensures the s
contractors 

Assists the co
obligations un
o requests by
he Regulation

Deletes or ret
arrangement 

Makes availab
demonstrate c

oller’s dea
data prot
ut was no
now.  Ho
ted throu
.  

Data Protectio

igations 
by a supplier s
ontract, settin
and purposes
and the data 
specific tasks
risks involved
cts. Under art
pulate that the

es personal d

with access t
emselves to c

urity measure

same obligatio

ontroller with r
nder the Regu
y individuals t
n 

urns all perso

ble all informa
compliance w

alings wit
tection. T
ot anchor
owever, a

gh regula

on Regulation 

should be gov
ng out the sub
s of the proce
subjects. It m

s and respons
d to the rights
ticle 28 of the
e supplier: 

data on docum

to personal d
confidentiality

es required u

ons flow down

regards comp
ulation, includ
to exercise th

onal data at th

ation necessa
with their oblig

h its supp
This was p
red as a le
s with se
atory guid

 Reed Smith

verned by a 
bject matter, 

essing, the typ
must also take
sibilities of the
s and freedom
e GDPR the 

mented 

ata have 
y 

nder the 

n to sub-

pliance with th
ding response
heir rights und

he end of the

ary to 
gations

pliers 
previousl
egal 

everal 
dance as

  08 

pe 
e 
e 

ms 

heir 
es 
der 

e 

 

y 

s 



Inte

Ad
If t
pro
cou

Ap
• 

• 

Sp

• 

• 

• 

 

In

Un
Ar
tra

W
In
c
d

ernational tra

dequacy d
he European 
ovides an ‘ade
untry, territory

ppropriate
Model claus

Model contra
Commission
transfers bet

Binding Co

Binding corp
recognised i
of legitimacy
international
companies a
processors. 

pecific der

 Explicit con

 Contract pe

 Public inter

nterna

nder the 
rea (EEA
ansfers” o

Worth noti
n exceptional
compelling leg
derogation. 

ansfers under

decisions 
 Commission
equate’ level 
y or sector. 

e safeguar
ses 

actual clause
n may be used
tween the con

rporate Rule

porate rules (“
n the text of t

y. BCRs are a
 transfer of p

and are availa

rogations 

nsent 

erformance 

rest 

ationa

GDPR, d
A) remain 
of data fr

ing… 
l cases, the c
gitimate intere

r the GDPR c

n has adopted
of protection

rds 

s approved b
d in order to l
ntracting part

es 

“BCRs”) are e
the GDPR, w
a method of le
ersonal data 
able for both c

 

al dat

data trans
subject t
om an im

controller may
est as a new 

Preparing

an take place

d a decision th
 for the data 

by the Europe
egitimise 

ties.   

explicitly 
hich infers a 
egalising the 
within a grou
controllers an

a tran

sfers to co
to restrict

mporter to

y also invoke 
specific 

 for the Europ

e on the follow

hat the third c
being transfe

ean 

level 

up of 
nd 

• E

T
a
c
c

• E

T
m
a
c
m

•  L

•  V

• P

nsfer 

ountries o
tions. Res
o another 

his 

pean General D

wing bases: 

country, territ
erred, data ma

EU codes of 

The GDPR pro
along with bin
controller or p
conduct have 

EU certificati

The GDPR als
mechanisms t
along with bin
controller or p
mechanisms h

Legal claims

Vital interest

Public source

outside o
strictions
third cou

Data Protectio

ory or sector 
ay flow freely 

conduct  

ovides that a
ding and enfo
rocessor may
yet been app

ion 

so provides fo
to be used as
ding enforcea
rocessor. No
have yet been

s 

ts 

e 

of the Eur
 also app

untry or o

on Regulation 

involved in th
between the

pproved code
orceable com
y be used. No
proved. 

or approved c
s a basis for d
able commitm
 such certifica
n approved. 

ropean E
ply to “onw
organisati

 Reed Smith

he transfer 
e EEA and 

es of conduct
mmitments of t
o such codes

certification 
data transfers
ments with the
ation 

conomic 
ward 
on. 

  09 

t 
the 
 of 

s 
e 



Preparing for the European General Data Protection Regulation  Reed Smith  10 

Controllers and processors must appoint a 
DPO where: 
• The processing is carried out by a public authority; 

• The core activities of the controller or processor consist 
of processing which, by its nature, scope or purposes, 
requires regular and systematic monitoring of data 
subjects on a large scale; or 

• The core activities consist  of processing on a large 
scale of special categories of data.  

The DPO can be an employee of the organisation or hired 
externally, and companies within a corporate group can 
appoint a single DPO.  

The DPO must be designated on the basis of professional 
qualities, in particular their expert data protection 
knowledge and ability to fulfil their DPO responsibilities. 

DPO responsibilities 
The DPO will be responsible for informing and advising on 
the organisation’s data protection obligations, advising on 
the performance of data protection impact assessments, 
and cooperating with the supervisory authority.  

The DPO must monitor compliance with the GDPR, with 
other EU or national data protection laws, and with their 
organisation’s policies on the protection of personal data. 
This includes assigning responsibilities, raising awareness 
and staff training.  

Position of the DPO 
Organisations must ensure that the DPO can operate 
independently of instruction, cannot be dismissed or 
penalised for carrying out their responsibilities and is to 
report directly to the highest level of management.  

 

 

Case study… 
LiveWell, Inc. is a U.S. headquartered business offering 
health and wellness products and services across the 
globe, including to 650,000 customers in the EU. LiveWell 
regularly carries out customer surveys and trials for 
research and product development purposes. Data are 
hosted by Cirrus Limited, a cloud provider in Ireland, 
though certain business functions in the United States 
have access to data for management and IT operations. 
Will LiveWell need to appoint a DPO?    

As yet there is no regulatory guidance, but the potential 
volume of data, including sensitive personal data, 
processed by LiveWell could make it subject to the DPO 
requirement. 

 

 

 

  

Data protection officers 

Whilst some organisations can voluntarily appoint a data protection officer (DPO) 
as part of their accountability programme, in certain circumstances the 
appointment of a DPO is mandatory. 
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Controllers and processors must have a “lead supervisory 
authority” located in the jurisdiction where they have their 
main or sole establishment. There are complex rules in 
place to govern cooperation between an entity’s lead 
supervisory authority and other supervisory authorities, 
which take effect where a complaint is made by a data 
subject. There are also mutual assistance provisions in 
place, and supervisory authorities may operate jointly to 
conduct investigations and take enforcement action.  

A European Data Protection Board, tasked with ensuring 
the consistent application of the GDPR, will also be 
established. The Board will have a number of 
responsibilities, including issuing guidance on a number of 
topics and resolving disputes between supervisory 
authorities.  

Powers of supervisory authorities 
Supervisory authorities have robust enforcement powers 
which go far beyond those under the Data Protection 
Directive. Supervisory authorities may, for example:  

• Order controllers or processors to provide information 

• Access a controller or processor’s premises and 
equipment 

• Issue warnings and reprimands; 

• Limit or ban data processing 

• Impose administrative fines of up to €20,000,000 or 4 
per cent of total worldwide turnover 

The scope of enforcement powers available to supervisory 
authorities and their implications for businesses will ensure 
that GDPR compliance remains a board-level concern. 

Supervisory authorities and sanctions  

Supervisory authorities will continue to play a vital role under the GDPR. Each 
member state must have established at least one independent supervisory 
authority which will be responsible for enforcing the GDPR.  
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In a nutshell: 

Path to compliance 
The ten steps to compliance are:  

1. Stakeholder awareness 
Embed data protection in your organisation 

2. Data inventory 
Assess and record the personal data being processed 

3. GDPR gap analysis 
Determine what additional steps are required for 
GDPR compliance 

4. Implementation plan 
Create a project plan to address the compliance gaps 

5. Governance structure and DPO   
Appoint data protection officer and create governance 
structure to support accountability requirements 

6. Supply chain (processors) 
Ensure supplier contracts are amended to meet 
GDPR requirements 

7. Cross-border transfers  
Review cross-border data transfers 

8. Accountability processes  
Utilise tools and processes to document compliance 

9. Data subjects’ rights 
Put in place policies and procedures to ensure rights 
are respected 

10. Data breach notification  
Create policy for breach response, containment, 
remediation and notifications 

 

Putting the theory into practice: what next?  

The GDPR will be fully in force from 25 May 2018 and will apply in the UK and across all EU 

member states. The countdown has already begun so your organisation must have everything 

prepared and in place for this seismic shift in the regulatory landscape.  
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